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TOWN OF BLACKSBURG, VIRGINIA
Request for Proposal for Non-Professional Services

Issue Date: RFP Number:

October 9, 2024 1190-24
RFP Title:
Blacksburg Transit Digital Asset Management
System

Proposal Receipt Date, Time and Location:
November 21, 2024 1:00pm

Town of Blacksburg

Purchasing Agent

Purchasing Administration Office

First Floor

Blacksburg Municipal Building

300 South Main Street

Blacksburg, VA 24060

Proposals must be received by the Town of Blacksburg Purchasing Agent at the Purchasing Administration
Office, First Floor, Blacksburg Municipal Building, 300 South Main Street, Blacksburg, Virginia 24060, by
the above date and time. By using a commercial delivery service to deliver a proposal, offeror assumes the
responsibility for any failure by the delivery service to deliver the proposal on time or to the correct office.

Last Date for Written Questions:
October 29, 2024 5:00pm

Email questions to:
Angie Frazier
Purchasing Manager
afrazier@blacksburg.gov

Date Addenda Will Be Posted on Town’s Website:
November 4, 2024

L._INSTRUCTIONS TO OFFERORS

1. Proposal Receipt: Proposals must be received by the Town of Blacksburg, Purchasing Agent, Purchasing
Administration Office, First Floor, Blacksburg Municipal Building, 300 South Main Street, Blacksburg, VA, 24060
by the above proposal receipt date and time in a sealed envelope. The envelope shall clearly show the proposal
number and due date and time. Proposals received after the above time and/or date will be returned to the offeror
unopened. Submit six copies of your proposal as well as a flash drive copy. Proposals shall be limited to 40
numbered pages. If single-sided, this would be 40 sheets of paper. If double-sided, this would be 20 sheets of paper.
It is strongly encouraged that proposals be printed front and back on recycled paper, and stapled in the upper lefi-hand
corner. Three-ring notebooks, spiral binders, plastic covers and other non-recyclable materials contributing to the
Town and County waste stream are not encouraged.

2. Proposal Opening: As this is a Request for Proposal, all responses shall be opened in private with no information
being released until after the negotiation process. A selection committee may be established to review and evaluate all

responses.
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11.
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13.

14.

Evaluation: Once proposals have been evaluated, selection of offeror(s) shall be made on the basis of the factors as
stated in this Request for Proposal. Interviews and negotiations may then be conducted. If a contract can be
satisfactorily negotiated at a fair and reasonable price, then an award shall be made. If one offeror is deemed to be
clearly more qualified and suited to the Town's needs prior to the interview process, then a contract will be negotiated
with that offeror.

Memorandum of Understanding: During contract negotiation, a more defined scope of services or refined
specifications may be developed. These shall be known as a memorandum of understanding (MOU) and shall contain
any agreed upon negotiation points. The MOU shall then become part of the contract documents.

Release of Information: No information regarding the identity of the offerors or the contents of the proposals shall
be released until after the negotiation process. If your proposal contains information of a proprietary nature, the
information must be noted and an explanation submitted on separate cover.

Addenda: If any offeror has questions about the Request for Proposal, the offeror shall notify, in writing, the
Purchasing Administration Office by the date stated in this proposal package. The Town will answer questions in
writing and post such as addenda on the Town’s website. Email questions to afrazier(@blacksburg.gov.

Funding: Should funding not be available for subsequent years and this purchase is of a term contract nature, then
any contract entered by the Town shall be declared null and void.

Equals: Any reference to the name of a certain brand, make or manufacturer is used only to convey general style,
type, character, and quality of the article desired. It is not intended to restrict offerors to the specific brand name;
however, it will be the offeror's responsibility to prove their product as equal.

Acceptance of Proposals: Proposals submitted shall be binding for ninety (90) calendar days following the proposal
opening date, unless extended by mutual consent of all parties.

Award/Protest of Award: Any offeror desiring to protest the award or decision to award this contract shall submit
such protest in writing to the Purchasing Agent within ten days after public notice of award or the announcement of
the decision to award, whichever occurs first. Public notice of the award or decision to award shall be posted on the
bulletin board in the Purchasing Administration Office.

Contractual Claims: All claims which may arise under this contract shall be resolved through the procedure set forth
in Blacksburg Town Code section 16-506 Contractual Disputes.

Timeliness: Delivery time is of the essence. Offeror must comply with time frames as specified in this Request for
Proposal unless different time frames are negotiated prior to award. Failure to meet delivery schedules and completion
time frames may be grounds for disqualification.

Tax Exempt Status: The Town of Blacksburg is exempt from State Sales Tax and Federal Excise Tax. Tax
Exemption Certificate shall be furnished upon request. The Town's Federal Tax ID Number is 54-6001146.

Contractual Documents: The contract entered into by the parties shall consist of the Request for Proposal, Addenda,
the Instructions to Offerors, the General Terms and Conditions, Special Terms and Conditions, the Scope of Services,

the proposal submitted by the offeror, the Memorandum of Understanding, the Town of Blacksburg's Contract and/or

Purchase Order, and any change orders issued, all of which may be referred to as the contract documents.

Angie Frazier, CPPO, VCO
Purchasing Manager



THE UNDERSIGNED ACKNOWLEDGES THAT BY THE SIGNATURE OF THE FORM, OFFEROR AGREES TO
COMPLY WITH ALL INSTRUCTIONS TO OFFERORS, TERMS AND CONDITIONS OF THE REQUEST FOR
PROPOSAL AND IS DULY AUTHORIZED TO SIGN FOR OFFEROR COMPANY. ANY DEVIATIONS TO THE
SCOPE OF SERVICES, INSTRUCTIONS TO OFFERORS, TERMS AND CONDITIONS MUST BE STATED IN
WRITING WITH YOUR PROPOSAL.

COMPANY

AUTHORIZED SIGNATURE

TITLE DATE

EMAIL ADDRESS

ADDRESS

TELEPHONE FAX

STATE CORPORATION COMMISSION LICENSE #:

Is your company registered as a DBE vendor in Virginia?

Is your company registered as a SWaM vendor in Virginia?

I hereby acknowledge receipt of the following addenda (if any):

Number ~ dated

Number dated

The following employees in our organization are duly authorized to sign binding agreements for and on behalf of the
Owner, Partner, or Corporation including, but not limited to, Requests for Proposal, Pay Request, Change Orders,
Required Certifications, etc:

Type or Print Name Signature

Company Name:

Signed By:

(Owner, Partner, or Principal of the Corporation)

(Typed Name)

(Title)



II. GENERAL TERMS AND CONDITIONS

Qualifications: The offeror shall provide the names, addresses, email addresses and telephone numbers of firms or
government agencies for whom a similar type of service has been performed.

The Town of Blacksburg will consider, in determining the qualifications of an offeror, his record in performance of
any contracts for the services into which he may have entered with the Town or with other public bodies or
corporations. The Town of Blacksburg expressly reserves the right to reject the proposal of such offeror, if such
record discloses that said offeror, in the opinion of the Town, has not properly performed such contracts or has
habitually and without just cause neglected the payment of bills, or has otherwise disregarded his obligations to
subcontractors, suppliers or employees.

The Town of Blacksburg will make an investigation as to the ability of the offeror to perform the service. The Town
of Blacksburg reserves the right to reject any proposal, if the evidence submitted by, or investigation of offeror, fails
to satisfy the Town that such offeror is properly qualified by experience and financial status to carry out the
obligations of the contract and to complete the service contemplated therein. Conditional proposals will not be
accepted.

The Town reserves the right to inspect offeror’s facility, prior to award, to satisfy questions regarding the offeror’s
capabilities.

Laws and Regulations: The offeror shall give all notices and comply with all laws, ordinances, regulations, and
lawful orders of any public authority bearing on the performance of the work.

The contract and all other contracts and subcontracts are subject to the provisions of Articles 3 and 5, Chapter 4, Title
40.1, Code of Virginia (1950), as amended, relating to labor unions and the “right to work”, and all contractors and
subcontractors, whether residents or nonresidents of the Commonwealth, who perform any work related to this project
shall comply with all of the said provisions.

The offeror shall furnish the Town copies of affidavits upon request giving the original dates, renewal dates and
expiration dates of all labor contracts related to any phase of the work to be performed on the project site under this
contract, if applicable.

The provisions of all regulations governing safety as adopted by the Safety Codes Commission of the Commonwealth
of Virginia, issued by the Department of Labor and Industry under Title 40.1 of the Code of Virginia (1950), as
amended, shall apply to all work under this contract.

Audit: The offeror hereby agrees to retain all books, records, and other documents relative to this contract for five &)}
years after final payment, or until audited by the Town of Blacksburg, whichever is sooner. The Town, its authorized
agents, and/or state auditors shall have full access to and the right to examine any of the said materials during said
period.

Subcontracts: Upon request, the offeror shall provide the names and addresses of all major suppliers and
subcontractors to the Town of Blacksburg.

Subcontractor Payment Requirement: For any contract with a nongovernmental, privately owned enterprise, for
goods or services, the contract shall include:

A payment clause which obligates the offeror to take one of the two following actions within seven days after receipt
of amount paid to the offeror by the Town for work performed by the subcontractor under that contract:

Pay the subcontractor for the proportionate share of the total payment received from the Town attributable to the work
performed by the subcontractor under that contract, or:

Notify the Town and subcontractor, in writing, of his intention to withhold all or a part of the subcontractor’s payment
with the reason for nonpayment.
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A payment clause that requires individual offerors to provide their social security numbers and proprietorships,
partnerships, and corporations to provide their federal employer identification numbers.

An interest clause that obligates the offeror to pay interest to the subcontractor on all amounts owed by the offeror that
remain unpaid after seven days following receipt by the offeror of payment from the Town for work performed by the
subcontractor under that contract, except for amounts withheld as allowed above.

An interest rate clause stating, “unless otherwise provided under the terms of this contract, interest shall accrue at the
rate of one percent per month.”

The offeror shall include in each of its subcontracts a provision requiring each subcontractor in include or otherwise
be subject to the same payment and interest requirements with respect to each lower-tier subcontractor.

Multiple Awards: The Town reserves the right to award multiple contracts for all of the specified item(s) or
service(s) described by the request for proposal to more than a single responsive and responsible offeror. Multiple
contracts may also be awarded to the lowest responsive and responsible offeror for each required good, service, or
equipment, described by the request for proposal.

Quantities: The Town does not guarantee any minimum or maximum quantities. Quantities as specified are
approximate and are prepared for the solicitation. The exact quantities shall be stated at time of order placement.

Delivery: Consistent failure to meet delivery without valid reason shall constitute default. All deliveries shall be
FOB destination, inside delivery unless otherwise stated.

Payment: The Town’s terms are Net 30 after receipt and acceptance of all material and/ or services. In the contract,
payment may be made per each completed and accepted phase of the service.

Pricing Errors: In case of an error in price extension, the firm fixed unit price shall govern.

Addenda: All addenda will be issued by the Town and posted on the Town’s website. All such addenda shall
become part of the solicitation documents, must be addressed in the proposal and shall become a contract document.
The Town accepts no liability for late or non-receipt of addenda.

Cooperative Procurement: The Town may participate in, sponsor, conduct or administer a cooperative procurement
agreement on behalf of or in conjunction with one or more public bodies, or public agencies or institutions or
localities of the several states of the United States or its territories, or the District of Columbia, for the purpose of
combining requirements to increase efficiency or reduce administrative expenses in any acquisition of goods and
services. Except for contracts for construction and architectural/engineering services, a public body may purchase
from another public body’s contract even if it did not participate in the request for proposal (RFP) or invitation for bid
(IFB), if the RFP or IFB specified that the procurement was conducted on behalf of other public bodies. Nothing
herein shall prohibit the assessment or payment by direct or indirect means of any administrative fee that will allow
for participation any such arrangement. Any public body, agency, locality or institution desiring to utilize the
resulting contract shall be responsible for the administration of said public body’s, agency’s, locality’s or institution’s
contract.

Ethics In Public Contracting: The provisions contained in Sections 2.2-4367 — 2.2-4377 of the Virginia Public
Procurement Act as set forth in the Code of Virginia (1950), as amended, shall be applicable to all contracts solicited
or entered into by the Town of Blacksburg. A copy of these provisions may be obtained from the Purchasing Office
upon written request. By submitting their proposals, all offerors certify that their proposals are made without
collusion or fraud and that they have not offered or received any kickbacks or inducements from any other offeror,
supplier, manufacturer or subcontractor in connection with their proposal, and that they have not conferred on any
public employee having official responsibility for this procurement transaction of any payment, loan, subscription,
advance, deposit of money, services, or anything of more than nominal value, present or promised, unless
consideration of substantially equal or greater value was exchanged.



14. Drug Free Workplace: During the performance of this contract, if the contract is over $10,000 the offeror agrees to

15.

16.

17.

(1) provide a drug free workplace for the offeror’s employees; (ii) post in conspicuous places, available to employees
and applicants for employment, a statement notifying employees that the unlawful manufacture, sale, distribution,
dispensation, possession, or use of a controlled substance or marijuana is prohibited in the offeror’s workplace and
specifying the actions that will be taken against employees for violations of such prohibition; (iii) state in all
solicitations or advertisements for employees placed by or on behalf of the offeror that the offeror maintains a drug
free workplace and (iv) include the provisions of the foregoing clauses in every subcontract or purchase order of over
$10,000 so that the provisions will be binding upon each subcontractor or vendor.

Anti-Discrimination: By submitting their proposal, offeror certifies to the Town that they will conform to the
provisions of the Federal Civil Rights Act of 1964, as amended, as well as the Virginia Fair Employment Contracting
Act of 1975, as amended, where applicable, the Virginians With Disabilities Act, the Americans With Disabilities Act
and § 2.2-4311 of the Virginia Public Procurement Act (VPPA). If the award is made to a faith-based organization,
the organization shall not discriminate against any recipient of goods, services, or disbursements made pursuant to the
contract on the basis of the recipient's religion, religious belief, refusal to participate in a religious practice, or on the
basis of race, age, color, gender or national origin and shall be subject to the same rules as other organizations that
contract with public bodies to account for the use of the funds provided; however, if the faith-based organization
segregates public funds into separate accounts, only the accounts and programs funded with public funds shall be
subject to audit by the public body. (Code of Virginia, § 2.2-4343.1E).

In every contract over $10,000 the provisions in 1 and 2 below apply:
1. During the performance of this contract, the offeror agrees as follows:

a. The offeror will not discriminate against any employee or applicant for employment because of
race, religion, color, sex, national origin, age, disability, or any other basis prohibited by state law
relating to discrimination in employment, except where there is a bona fide occupational
qualification reasonably necessary to the normal operation of the offeror. The offeror agrees to
post in conspicuous places, available to employees and applicants for employment, notices setting
forth the provisions of this nondiscrimination clause.

b. The offeror, in all solicitations or advertisements for employees placed by or on behalf of the
offeror, will state that such offeror is an equal opportunity employer.

c. Notices, advertisements and solicitations placed in accordance with federal law, rule or regulation
shall be deemed sufficient for the purpose of meeting the requirements of this section.

2. The offeror will include the provisions of the foregoing paragraphs a, b, and ¢ in every subcontract or
purchase order over $10,000, so that the provisions will be binding upon each subcontractor or vendor.

The Town does not discriminate against faith based organizations.

Debarment Status: By submitting a proposal or by the acceptance of a Town of Blacksburg Purchase Order, all
firms certify that they are not currently debarred from doing business with or in the Commonwealth of Virginia, nor
are they an agent of any person or entity that is currently debarred from doing business with or in the Commonwealth
of Virginia.

Nonvisual Access To Technology: All information technology which, pursuant to this agreement, is purchased or
upgraded by or for the use of any state agency or institution or political subdivision of the Commonwealth (the
“Technology”) shall comply with the following nonvisual access standards from the date of purchase or upgrade until
the expiration of this agreement:

(6] effective, interactive control and use of the technology shall be readily achievable by nonvisual
means;

(ii) the technology equipped for nonvisual access shall be compatible with information technology used
by other individuals with whom any blind or visually impaired user of the technology interacts;
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(iii)  nonvisual access technology shall be integrated into any networks used to share communications
among employees, program participants or the public; and

(iv)  the technology for nonvisual access shall have the capability of providing equivalent access by
nonvisual means to telecommunications or other interconnected network services used by persons
who are not blind or visually impaired.

Compliance with the foregoing nonvisual access standards shall not be required if the head of the using agency,
institution or political subdivision determines that (a) the technology is not available with nonvisual access because
the essential elements of the technology are visual and (b) nonvisual equivalence is not available.

Technology Improvements: The Town acknowledges the offeror’s right to enhance, but not to degrade, the
attributes of any service provided at any time under this agreement. The offeror will provide the Town with written
notification of any known hardware, firmware, and software changes as well as any changes to procedures to be
followed by the Town at least 30 days in advance of the offeror’s scheduled implementation of such changes, if such
changes are of a type that may affect the features, functionality or method of operation or delivery of any service
offered under this agreement. Upon the Town’s request, the offeror shall promptly provide all documentation needed
to evaluate the impact of such changes. There shall be no charge for the implementation of such changes, nor shall
the cost of the service be affected.

Insurance: If applicable to this service, whenever any work or services are provided, either in or on Town property,
the offeror shall provide the Purchasing Agent with a Commonwealth of Virginia Certificate of Insurance prior to the
commencement of any work under the contract and agrees to maintain such insurance until the completion of the
contract. The minimum limits of liability shall be: Workers’ Compensation — Standard Virginia Workers’
Compensation Policy, Broad Form Comprehensive General Liability - $1,000,000 Combined Single Limit. This
coverage shall include as appropriate as determined by Town, Premises/Operations Liability, Products and Completed
Operations Coverage, Independent Contractor’s Liability, Owner’s and Contractor’s Protective Liability and Personal
Injury Liability; Automotive Liability - $1,000,000 Combined Single Limit. These are minimum requirements only
and may be increased if stated in the proposal package. Offeror shall notify Town at least 30 days prior to
cancellation or non-renewal of this insurance.

License Requirement: All firms having a business location or office in the Town of Blacksburg are required to be
licensed in accordance with the Town’s Business, Professional and Occupational Licensing (BPOL) Tax Ordinance.
Out of town firms performing work in excess of $25,000 must also obtain a license before work begins. Questions
concerning the BPOL tax should be directed to the Finance Department.

State Corporation Commission Licensing: Corporations conducting business within the Commonwealth of
Virginia must be incorporated in the Commonwealth of Virginia or present certification as issued by the Virginia
State Corporation Commission.

Termination By Owner For Convenience: Owner may terminate this contract, in whole or in part, at any time
without cause upon giving offeror written notice of such termination. Upon such termination, the offeror shall
immediately cease work. Upon such termination, the offeror shall take such steps as owner may require to assign to
the owner the offeror’s interest in all subcontracts and purchase orders designated by owner. After all such steps have
been taken to owner’s satisfaction, the offeror shall receive as full compensation for termination and assignment the
following:

a. All amounts then otherwise due under the terms of this contract.

b. Amounts due for work performed in accordance with the contract subsequent to the latest approved certificate for
payment through the date of termination.

c. Reasonable compensation for the actual cost of demobilization (if any) incurred by the offeror as a direct result of
such termination. The offeror shall not be entitled to any compensation or damages for lost profits or for any
other type of contractual compensation or damages other than those provided by the preceding sentence. Upon
payment of the foregoing, owner shall have no further obligations to offeror of any nature.
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Ownership Of Material/Intellectual Property: Ownership of all information, materials and documentation
originated and prepared for the Town of Blacksburg in conjunction with this proposal shall belong exclusively to the
Town. The offeror agrees to assign to the Town all worldwide right, title and interest in and to all works, including
literary works, pictorial, graphic and sculptural works, architectural works, works of visual art and any other work that
may be the subject matter of copyright protection; advertising and marketing concepts; models; drawings; for the
Town pursuant to this contract.

Proprietary Information Or Trade Secrets: Virginia Code §2.2-4342, part of the Virginia Public Procurement Act
(“VPPA”), governs public inspection of all records submitted by the offeror. An offeror seeking to protect any
proprietary information or trade secrets must (i) invoke the protections of this section prior to or upon submission of
the data or other materials, (ii) identify the data or other materials to be protected, and (iii) state the reasons why
protection is needed.

Note: Simply stating that certain elements are “proprietary”, or “trade secrets”, or “not publicly available” is not
sufficient. Also, the classification of an entire proposal as consisting of proprietary information or trade secrets is not
permitted.

Offeror must submit any proprietary or trade secret information separately. The Town reserves the right to submit
such information to the Town Attorney for confirmation of the offeror’s claim that any portion of the proposal is in
fact trade secret or proprietary information. References may be made within the body of the proposal to proprietary
information; however, all information contained within the body of the proposal not labeled proprietary or otherwise
not meeting all three of the requirements of §2.2-4342 shall be public information in accordance with the VPPA.

The Town may reject a proposal for material non-compliance with the requirements of this section; that includes, but
is not limited to, failing to follow the process for invoking protections as set forth above or submitting a proposal
marked as confidential and/or proprietary in its entirety.

Indemnification: Offeror shall assume the entire responsibility and liability for any and all damages to persons or
property caused by or resulting from or arising out of any act or omission on the part of offeror, its subcontractors,
agents or employees under or in connection with this contract or the performance or failure to perform any work
required by this contract. Offeror shall save harmless and indemnify the Town, its agents, volunteers, servants,
employees and officers from and against any and all claims, losses or expenses, including but not limited to attorney’s
fees, which either or both of them may suffer, pay or incur as the result of claims or suits due to, arising out of or in
connection with any and all such damage, real or alleged. Offeror shall, upon written demand by the Town, assume
and defend at offeror’s sole expense any and all such suits or defense of claims. The Town cannot legally agree to
any clause indemnifying the offeror from any damages arising out of the contract or holding the offeror harmless.

The submission of a proposal means that the offeror agrees to not request such language in the resulting contract.

Anti-Trust: By entering into a contract the offeror conveys, sells, assigns, and transfers to the Town of Blacksburg
all rights, title and interest in and to all causes of the action it may now have or hereafter acquire under the antitrust
laws of the United States and the Commonwealth of Virginia, relating to the particular goods or services purchased or
acquired by the Town of Blacksburg under the contract.

Default: In case of failure to deliver goods or services in accordance with the contract terms and conditions, the
Town of Blacksburg, after due written notice, may procure them from other sources and hold the offeror responsible
for any resulting additional purchase and administrative costs. This remedy shall be in addition to any other remedies
which the Town of Blacksburg may have.

Valid Contract: In order for any contract document entered into with the Town of Blacksburg to be valid, it must be
executed by an authorized person, on behalf of the Town of Blacksburg, as defined in Chapter 2, Article III, Section
2-300(d) of the Code of the Town of Blacksburg, Virginia.

Assignment: Neither party shall assign the contract without the prior written consent of the other party. The contract
shall bind the successors and assigns of the parties. Any Town contract shall be deemed made in Montgomery
County, Virginia.
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Changes, Additions, Deletions: No changes, additions, deletions or substitutions of specifications, terms and
conditions, quantity, unit of issue, delivery date, delivery charges, or price will be permitted without the prior written
approval from the Purchasing Office of the Town of Blacksburg.

Applicable Laws And Courts: Any Town contract shall be governed in all respects by the laws of the
Commonwealth of Virginia, and any litigation with respect thereto shall be brought in the courts of Montgomery
County. The offeror shall be responsible for compliance with all the laws of the Commonwealth of Virginia, all
ordinances and regulations of the Town of Blacksburg and such other standards, codes, and regulations having
application to the goods or services provided.

Immigration Reform And Control Act Of 1986: By signing this contract, the consultant certifies that it does not
and will not during the performance of this contract violate the provisions of the Federal Immigration Reform and
Control Act of 1986, which prohibits employment of illegal aliens. The offeror does not, and shall not during the
performance of the contract for goods and services in the Commonwealth, knowingly employ an unauthorized alien as
defined in the Federal Immigration Reform and Control Act of 1986.

10



1. FEDERAL TRANSIT ADMINISTRATION TERMS AND CONDITIONS

ACCESS TO RECORDS AND REPORTS

1. Record Retention. The Contractor will retain, and will require its subcontractors of all tiers to retain, complete and readily accessible records related in
whole or in part to the contract, including, but not limited to, data, documents, reports, statistics, leases, subcontracts, arrangements, other third party
Contracts of any type, and supporting materials related to those records. (a) A bid guarantee from each bidder equivalent to five percent of the bid price. The
"bid guarantee” must consist of a firm commitment such as a bid bond, certified check, or other negotiable instrument accompanying a bid as assurance
that the bidder will, upon acceptance of the bid, execute such contractual documents as may be required within the time specified.

2. Retention Period. The Contractor agrees to comply with the record retention requirements in accordance with 2 C.F.R. § 200.334. The Contractor shall
maintain all books, records, accounts and reports required under this Contract for a period of at not less than three (3) years after the date of termination or
expiration of this Contract, except in the event of litigation or settlement of claims arising from the performance of this Contract, in which case records shall
be maintained until the disposition of all such litigation, appeals, claims or exceptions related thereto.

3. Access to Records. The Contractor agrees to provide sufficient access to FTA and its contractors to inspect and audit records and information related to
performance of this contract in accordance with 2 CFR § 200.337.

4. Access to the Sites of Performance. The Contractor agrees to permit FTA and its contractors access to the sites of performance under this contract in
accordance with 2 CFR § 200.337.

CHANGES TO FEDERAL REQUIREMENTS

Federal requirements that apply to the Recipient or the Award, the accompanying Underlying Agreement, and any Amendments thereto may change due to
changes in federal law, regulation, other requirements, or guidance, or changes in the Recipient's Underlying Agreement including any information
incorporated by reference and made part of that Underlying Agreement; and

Applicable changes to those federal requirements will apply to each Third Party Agreement and parties thereto at any tier.

CIVIL RIGHTS LAWS AND REGULATIONS

The following Federal Civil Rights laws and regulations apply to all contracts.

The Contractor and any subcontractor agree to comply with all the requirements prohibiting discrimination on the basis of race, color, or national origin of the
Title VI of the Civil Rights Action of 1984, as amended 52 U.S.C 2000d, and U.S. DOT regulation “Nondiscrimination in Federally-Assisted Programs of the
Department of Transportation — Effectuation of the Title VI of the Civil rights Act, “49 C.F. R. Part 21 and any implementing requirement FTA may issue.

1 Federal Equal Employment Opportunity (EEQ) Requirements.These include, but are not limited to:

a) Nondiscrimination in Federal Public Transportation Programs. 49 U.S.C. § 5332, covering projects, programs, and activities financed under 48 U.S.C.
Chapter 53, prohibits discrimination on the basis of race, color, religion, national origin, sex (including sexual orientation and gender identity), disability, or
age, and prohibits discrimination in employment or business opportunity.

b) Prohibition against Employment Discrimination. Title VI of the Civil Rights Act of 1964, as amended, 42 U.S.C. § 2000e, and Executive Order No. 112486,
“Equal Employment Opportunity,” September 24, 1965, as amended, prohibit discrimination in employment on the basis of race, color, religion, sex, or
national origin.

2 Nondiscrimination on the Basis of Sex. Title IX of the Education Amendments of 1972, as amended, 20 U.S.C. § 1681 et seq. and implementing
Federal regulations, “Nondiscrimination on the Basis of Sex in Education Programs or Activities Receiving Federal Financial Assistance,” 49 C.F.R. part 25
prohibit discrimination on the basis of sex.

3 Nondiscrimination on the Basis of Age. The “Age Discrimination Act of 1975,” as amended, 42 U.S.C. § 6101 et seq., and Department of Health and
Human Services implementing regulations, “Nondiscrimination on the Basis of Age in Programs or Activities Receiving Federal Financial Assistance,” 45
C.F.R. part 90, prohibit discrimination by participants in federally assisted programs against individuals on the basis of age. The Age Discrimination in
Employment Act (ADEA), 29 U.S.C. § 621 et seq., and Equal Employment Opportunity Commission (EEOC) implementing regulations, “Age Discrimination
in Employment Act,” 29 C.F.R. part 1625, also prohibit employment discrimination against individuals age 40 and over on the basis of age.

4 Federal Protections for Individuals with Disabilities. The Americans with Disabilities Act of 1990, as amended (ADA), 42 U.S.C. § 12101 et seq.,
prohibits discrimination against qualified individuals with disabilities in programs, activities, and services, and imposes specific requirements on public and
private entities. Third party contractors must comply with their responsibilities under Titles 1, 11, [II, IV, and V of the ADA in employment, public services, public
accommodations, telecommunications, and other provisions, many of which are subject to regulations issued by other Federal agencies.

Civil Rights and Equal Opportunity

The Agency is an Equal Opportunity Employer. As such, the Agency agrees to comply with all applicable Federal civil rights laws and implementing
regulations. Apart from inconsistent requirements imposed by Federal laws or regulations, the Agency agrees to comply with the requirements of 49 U.S.C.
§ 5323(h) (3) by not using any Federal assistance awarded by FTA to support procurements using exclusionary or discriminatory specifications. Under this
Contract, the Contractor shall at all times comply with the following requirements and shall include these requirements in each subcontract entered into as
part thereof.

1. Nondiscrimination. In accordance with Federal transit law at 49 U.S.C. § 5332, the Contractor agrees that it will not discriminate against any employee
or applicant for employment because of race, color, religion, national origin, sex, disability, or age. In addition, the Contractor agrees to comply with
applicable Federal implementing regulations and other implementing requirements FTA may issue.

2. Race, Color, Religion, National Origin, Sex. In accordance with Title VIl of the Civil Rights Act, as amended, 42 U.S.C. § 2000e et seq., and Federal
transit laws at 49 U.S.C. § 5332, the Contractor agrees to comply with all applicable equal employment opportunity requirements of U.S. Department of
Labor (U.S. DOL) regulations, "Office of Federal Contract Compliance Programs, Equal Employment Opportunity, Department of Labor," 41 C.F.R. chapter
60, and Executive Order No. 11246, "Equal Employment Opportunity in Federal Employment,” September 24, 1965, 42 U.S.C. § 2000e note, as amended by



any later Executive Order that amends or supersedes it, referenced in 42 U.S.C. § 2000e note. The Contractor agrees to take affirmative action to ensure
that applicants are employed, and that employees are treated during employment, without regard to their race, color, religion, national origin, or sex (including
sexual orientation and gender identity). Such action shall include, but not be limited to, the following: employment, promotion, demotion or transfer,
recruitment or recruitment advertising, layoff or termination; rates of pay or other forms of compensation; and selection for training, including apprenticeship.
In addition, the Contractor agrees to comply with any implementing requirements FTA may issue.

3. Age. In accordance with the Age Discrimination in Employment Act, 28 U.S.C. §§ 621-634, U.S. Equal Employment Opportunity Commission (U.S.
EEQC) regulations, *Age Discrimination in Employment Act,” 29 C.F.R. part 1625, the Age Discrimination Act of 1975, as amended, 42 U.S.C. § 6101 et
seq., U.S. Health and Human Services regulations, “Nondiscrimination on the Basis of Age in Programs or Activities Receiving Federal Financial
Assistance,” 45 C.F.R. part 90, and Federal transit law at 49 U.S.C. § 5332, the Contractor agrees to refrain from discrimination against present and
prospective employees for reason of age. in addition, the Contractor agrees to comply with any Implementing requirements FTA may issue.

4.Disabilities. In accordance with section 504 of the Rehabilitation Act of 1973, as amended, 29 U.S.C. § 794, the Americans with Disabilities Act of 1990,
as amended, 42 U.S.C. § 12101 et seq., the Architectural Barriers Act of 1968, as amended, 42 U.S.C. § 4151 et seq., and Federal transit law at 49 U.S.C. §
5332, the Contractor agrees that it will not discriminate against individuals on the basis of disability. In addition, the Contractor agrees to comply with any
implementing requirements FTA may issue.

5.Promoting Free Speech and Religious Liberty. The Contractor shall ensure that Federal funding is expended in full accordance with the U.S.
Canstitution, Federal Law, and statutory and public policy requirements: including, but not limited to, those protecting free speech, religious liberty, public
welfare, the environment, and prohibiting discrimination.



DEBARMENT AND SUSPENSION

The Contractor shall comply and facilitate compliance with U.S. DOT regulations, "Nonprocurement Suspension and Debarment,” 2 C.F.R. part 1200, which
adopts and supplements the U.S. Office of Management and Budget (U.S. OMB) "Guidelines to Agencies on Governmentwide Debarment and Suspension
(Nonprocurement),” 2 C.F.R. part 180. These provisions apply to each contract at any tier of $25,000 or more, and to each contract at any tier for a federally
required audit (irrespective of the contract amount), and to each contract at any tier that must be approved by an FTA official irrespective of the contract
amount. As such, the Contractor shall verify that its principals, affiliates, and subcontractors are eligible to participate in this federally funded contract and
are not presently declared by any Federal department or agency to be:

a) Debarred from participation in any federally assisted Award;

b) Suspended from participation in any federally assisted Award;

c) Proposed for debarment from participation in any federally assisted Award;

d) Declared ineligible to participate in any federally assisted Award;

e) Voluntarily excluded from participation in any federally assisted Award; or

f) Disqualified from participation in any federally assisted Award.

By signing and submitting its bid or proposal, the bidder or proposer certifies as follows:

The certification in this clause is a material representation of fact relied upon by the AGENCY. If it is later determined by the AGENCY that the bidder or
proposer knowingly rendered an erroneous certification, in addition to remedies available to the AGENCY, the Federal Government may pursue available
remedies, including but not limited o suspension and/or debarment. The bidder or proposer agrees to comply with the requirements of 2 C.F.R. part 180,
subpart C, as supplemented by 2 C.F.R. part 1200, while this offer is valid and throughout the period of any contract that may arise from this offer. The
bidder or proposer further agrees to include a provision requiring such compliance in its lower tier covered transactions.

DISADVANTAGED BUSINESS ENTERPRISE (DBE)

(Does not apply to projects fully funded by the Tribal Transportation Program (TTF).)

It is the policy of the Agency and the United States Department of Transportation ("DOT") that Disadvantaged Business Enterprises ("DBE's"), as defined
herein and in the Federal regulations published at 49 C.F.R. part 26, shall have an equal opportunity to participate in DOT-assisted contracts.

The contractor or subcontractor shall not discriminate on the basis of race, color, national origin, or sex in the performance of this contract. The contractor
shall carry out applicable requirements of 49 C.F.R. part 26 in the award and administration of DOT-assisted contracts. Failure by the contractor to carry out
these requirements is a material breach of this contract, which may result in the termination of this contract or such other remedy as the Agency deems
appropriate, which may include, but is not limited to:

(1) Withholding monthly progress payments;

(2) Assessing sanctions;

(3) Liquidated damages; and/or

(4) Disqualifying the contractor from future bidding as non-responsible. 49 C.F.R. § 26.13(b).

Prime contractors are required to pay subcontractors for satisfactory performance of their contracts no later than 30 days from receipt of each payment the
Agency makes to the prime contractor, 49 C.F.R. § 26.29(a).

Finally, for contracts with defined DBE contract goals, the contractor shall utilize the specific DBEs listed unless the contractor obtains the Agency's written
consent; and that, unless the Agency’s consent is provided, the contractor shall not be entitled to any payment for work or material unless it is performed or
supplied by the listed DBE. 49 C.F.R. § 26.53(f) (1).

ENERGY CONSERVATION

The contractor agrees to comply with mandatory standards and policies relating to energy efficiency, which are contained in the state energy conservation
plan issued in compliance with the Energy Policy and Conservation Act (42 U.S.C.§ 6201).

EQUAL EMPLOYMENT OPPORTUNITY

During the performance of this contract, the contractor agrees as follows:

(1) The contractor will not discriminate against any employee or applicant for employment because of race, color, religion, sex, sexual orientation, gender
identity, or national origin. The contractor will take affirmative action to ensure that applicants are employed, and that employees are treated during
employment, without regard to their race, color, religion, sex, sexual orientation, gender identity, or national origin. Such action shall include, but not be limited
to the following: Employment, upgrading, demotion, or transfer, recruitment or recruitment advertising; layoff or termination; rates of pay or other forms of
compensation; and selection for training, including apprenticeship. The contractor agrees to post in conspicuous places, available to employees and
applicants for employment, notices to be provided by the contracting officer setting forth the provisions of this nondiscrimination clause.

(2) The contractor will, in all solicitations or advertisements for employees placed by or on behalf of the contractor, state that all qualified applicants will
receive consideration for employment without regard to race, color, religion, sex, sexual orientation, gender identity, or national origin.

(3) The contractor will not discharge or in any other manner discriminate against any employee or applicant for employment because such employee or
applicant has inquired about, discussed, or disclosed the compensation of the employee or applicant or another employee or applicant. This provision shall
not apply to instances in which an employee who has access to the compensation information of other employees or applicants as a part of such
employee's essential job functions discloses the compensation of such other employees or applicants to individuals who do not otherwise have access to
such information, unless such disclosure is in response to a formal complaint or charge, in furtherance of an investigation, proceeding, hearing, or action,



including an investigation conducted by the employer, or is consistent with the contractor's legal duty to furnish information.

(4) The contractor will send to each labor union or representative of workers with which it has a collective bargaining agreement or other contract or
understanding, a notice to be provided by the agency contracting officer, advising the labor union or workers’ representative of the contractor's commitments
under section 202 of Executive Order 11246 of September 24, 1965, and shall post copies of the notice in conspicuous places available to employees and
applicants for employment.

(5) The contractor will comply with all provisions of Executive Order 11246 of September 24, 1965, and of the rules, regulations, and relevant orders of the
Secretary of Labor.

(6) The contractor will furnish all information and reports required by Executive Order 11246 of September 24, 1965, and by the rules, regulations, and
orders of the Secretary of Labor, or pursuant thereto, and will permit access to his books, records, and accounts by the contracting agency and the
Secretary of Labor for purposes of investigation to ascertain compliance with such rules, regulations, and orders.

{7) In the event of the contractor's non-compliance with the nondiscrimination clauses of this contract or with any of such rules, regulations, or orders, this
contract may be canceled, terminated or suspended in whole or in part and the contractor may be declared ineligible for further Government contracts in
accardance with procedures authorized in Executive Order 11246 of September 24, 1965, and such other sanctions may be imposed and remedies invoked
as provided in Executive Order 11246 of September 24, 1965, or by rule, regulation, or order of the Secretary of Labor, or as otherwise provided by law.

(8) The contractor will include the provisions of paragraphs (1) through (8) in every subcontract or purchase order unless exempted by rules, regulations, or
orders of the Secretary of Labor issued pursuant to section 204 of Executive Order 11246 of September 24, 1965, so that such provisions will be binding
upon each subcontractor or vendor. The contractor will take such action with respect to any subcontract or purchase order as may be directed by the
Secretary of Labor as a means of enforcing such provisions including sanctions for noncompliance: Provided, however, that in the event the contractor
becomes involved in, or is threatened with, litigation with a subcontractor or vendor as a result of such direction, the contractor may request the United
States to enter into such litigation to protect the interests of the United States.

FLY AMERICA

a) Definitions. As used in this clause—

1) “International air transportation” means transportation by air between a place in the United States and a place outside the United States or between two
places both of which are outside the United States. 2) “United States” means the 50 States, the District of Columbia, and outlying areas. 3) “U.S.-flag air
carrier’ means an air carrier holding a certificate under 48 U.S.C. Chapter 411.

b) When Federal funds are used to fund travel, Section 5 of the International Air Transportation Fair Competitive Practices Act of 1974 (49 U.S.C. 40118) (Fly
America Act) requires contractors, Agencys, and others use U.S.-flag air carriers for U.S. Government-financed international air transportation of personnel
(and their personal effects) or property, to the extent that service by those carriers is available. It requires the Comptroller General of the United States, in the
absence of satisfactory proof of the necessity for foreign-flag air transportation, to disallow expenditures from funds, appropriated or otherwise established
for the account of the United States, for international air transportation secured aboard a foreign-flag air carrier if a U.S.-flag air carrier is available to provide
such services.

c) If available, the Contractor, in performing work under this contract, shall use U.S.-flag carriers for international air transportation of personnel (and their
personal effects) or property.

d) In the event that the Contractor selects a carrier other than a U.S.-flag air carrier for international air transportation, the Contractor shall include a
statement on vouchers involving such transportation essentially as follows:

ilability of U.S.-Flag Ai
International air transportation of persons (and their personal effects) or property by U.S.-flag air carrier was not available or it was necessary to use foreign-
flag air carrier service for the following reasons. See FAR § 47.403. [State reasons):

€) Contractor shall include the substance of this clause, including this paragraph (), in each subcontract or purchase under this contract that may involve
international air transportation.

INCORPORATION OF FEDERAL TRANSIT ADMINISTRATION (FTA) TERMS

The provisions within include, in part, certain Standard Terms and Conditions required under the Uniform Administrative Requirements, Cost Principles, and
Audit Requirements for Federal Awards (2 CFR § 200), whether or not expressly set forth in the preceding contract provisions. All contractual provisions
required by DOT, detailed in 2 CFR § 200 or as amended by 2 CFR § 1201, or the most recent version of FTA Circular 4220.1 are hereby incorporated by
reference. Anything to the contrary herein notwithstanding, all mandated terms shall be deemed to control in the event of a conflict with other provisions
contained in this Contract. The Contractor shall not perform any act, fail to perform any act, or refuse to comply with any request which would cause a
violation of the FTA terms and conditions.

NO GOVERNMENT OBLIGATION TO THIRD PARTIES

The Recipient and Contractor acknowledge and agree that, notwithstanding any concurrence by the Federal Government in or approval of the solicitation or
award of the underlying Contract, absent the express written consent by the Federal Government, the Federal Government is not a party to this Contract and
shall not be subject to any obligations or liabilities to the Recipient, Contractor or any other party (whether or not a party to that contract) pertaining to any
matter resulting from the underlying Contract. The Contractor agrees to include the above clause in each subcontract financed in whole or in part with
Federal assistance provided by the FTA. It is further agreed that the clause shall not be modified, except to identify the subcontractor who will be subject to
its provisions.

NOTICE TO FTA AND U.S. DOT INSPECTOR GENERAL OF INFORMATION RELATED TO FRAUD, WASTE,
ABUSE, OR OTHER LEGAL MATTERS

If a current or prospective legal matter that may affect the Federal Government emerges, the Recipient must promptly notify the FTA Chief Counsel and FTA
Regional Counsel for the Region in which the Recipient is located. The Recipient must include a similar notification requirement in its Third Party
Agreements and must require each Third Party Participant to include an equivalent provision in its subagreements at every tier, for any agreement that is a
“covered transaction” according to 2 C.F.R. §§ 180.220 and 1200.220.



(1) The types of legal matters that require notification include, but are not limited to, a major dispute, breach, default, litigation, or naming the Federal
Government as a party to litigation or a legal disagreement in any forum for any reason.

(2) Matters that may affect the Federal Government include, but are not limited to, the Federal Government's interests in the Award, the accompanying
Underlying Agreement, and any Amendments thereto, or the Federal Government's administration or enforcement of federal laws, regulations, and
requirements.

(3) The Recipient must promptly notify the U.S. DOT Inspector General in addition to the FTA Chief Counsel or Regional Counsel for the Region in which the
Recipient is located, if the Recipient has knowledge of potential fraud, waste, or abuse occurring on a Project receiving assistance from FTA. The
notification provision applies if a person has or may have submitted a false claim under the False Claims Act, 31 U.S.C. § 3729 et seq., or has or may have
committed a criminal or civil violation of law pertaining to such matters as fraud, conflict of interest, bribery, gratuity, or similar misconduct. This responsibility
accurs whether the Project is subject to this Agreement or another agreement between the Recipient and FTA, or an agreement involving a principal, officer,
employee, agent, or Third Party Participant of the Recipient. It also applies to subcontractors at any tier. Knowledge, as used in this paragraph, includes, but
is not limited to, knowledge of a criminal or civil investigation by a Federal, state, or local law enforcement or other investigative agency, a criminal indictment
or civil complaint, or probable cause that could support a criminal indictment, or any other credible information in the possession of the Recipient.

PATENT RIGHTS AND RIGHTS IN DATA

ctual Property Righ
This Project is funded through a Federal award with FTA for experimental, developmental, or research work purposes. As such, certain Patent Rights and
Data Rights apply to all subject data first produced in the performance of this Contract. The Contractor shall grant the Agency intellectual property access
and licenses deemed necessary for the work performed under this Contract and in accordance with the requirements of 37 C.F.R. part 401, “Rights to
Inventions Made by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and Cooperative Agreements,” and any
implementing regulations issued by FTA or U.S. DOT.

The terms of an intellectual property agreement and software license rights will be finalized prior to execution of this Contract and shall, at a minimum,
include the following restrictions:

Except for its own internal use, the Contractor may not publish or reproduce subject data in whole or in part, or in any manner or form, nor may the
Contractor authorize others to do so, without the written consent of FTA, until such time as FTA may have either released or approved the release of such
data to the public. This restriction on publication, however, does not apply to any contract with an academic institution.

For purposes of this Contract, the term “subject data” means recorded information whether or not copyrighted, and that is delivered or specified to be
delivered as required by the Contract. Examples of “subject data” include, but are not limited to computer software, standards, specifications, engineering
drawings and associated lists, process sheets, manuals, technical reports, catalog item identifications, and related information, but do not include financial
reports, cost analyses, or other similar information used for performance or administration of the Contract.

1. The Federal Government reserves a royalty-free, non-exclusive and irrevocable license to reproduce, publish, or otherwise use, and to authorize others to
use for “Federal Government Purposes,” any subject data or copyright described below. For “Federal Government Purposes,” means use only for the direct
purposes of the Federal Government. Without the copyright owner’s consent, the Federal Government may not extend its Federal license to any other party.

a. Any subject data developed under the Contract, whether or not a copyright has been obtained; and
b. Any rights of copyright purchased by the Contractor using Federal assistance in whole or in part by the FTA.

2. Unless FTA determines otherwise, the Contractor performing experimental, developmental, or research work required as part of this Contract agrees to
permit FTA to make available to the public, either FTA's license in the copyright to any subject data developed in the course of the Contract, or a copy of the
subject data first produced under the Contract for which a copyright has not been obtained. If the experimental, developmental, or research work, which is
the subject of this Contract, is not completed for any reason whatsoever, all data developed under the Contract shall become subject data as defined herein
and shall be delivered as the Federal Government may direct.

3. Unless prohibited by state law, upon request by the Federal Government, the Contractor agrees to indemnify, save, and hold harmless the Federal
Government, its officers, agents, and employees acting within the scope of their official duties against any liability, including costs and expenses, resulting
from any willful or intentional violation by the Contractor of proprietary rights, copyrights, or right of privacy, arising out of the publication, translation,
reproduction, delivery, use, or disposition of any data furnished under that contract. The Contractor shall not be required to indemnify the Federal
Government for any such liability arising out of the wrongful act of any employee, official, or agents of the Federal Government.

4. Nothing contained in this clause on rights in data shall imply a license to the Federal Government under any patent or be construed as affecting the scope
of any license or other right otherwise granted to the Federal Government under any patent.

5. Data developed by the Contractor and financed entirely without using Federal assistance provided by the Federal Government that has been incorporated
into work required by the underlying Contract is exempt from the requirements herein, provided that the Contractor identifies those data in writing at the time
of delivery of the Contract work.

6. The Contractor agrees to include these requirements in each subcontract for experimental, developmental, or research work financed in whole or in part
with Federal assistance.

PROGRAM FRAUD AND FALSE OR FRAUDULENT STATEMENTS AND RELATED ACTS

The Contractor acknowledges that the provisions of the Program Fraud Civil Remedies Act of 1986, as amended, 31 U.S.C. § 3801 et seq. and U.S. DOT
regulations, "Program Fraud Civil Remedies," 43 C.F.R. part 31, apply to its actions pertaining to this Project. Upon execution of the underlying contract, the
Contractor certifies or affirms the truthfulness and accuracy of any statement it has made, it makes, it may make, or causes to be made, pertaining to the
underlying contract or the FTA assisted project for which this contract work is being performed. In addition to other penalties that may be applicable, the
Contractor further acknowledges that if it makes, or causes to be made, a false, fictitious, or fraudulent claim, statement, submission, or certification, the
Federal Government reserves the right to impose the penalties of the Program Fraud Civil Remedies Act of 1986 on the Contractor to the extent the Federal
Government deems appropriate.

The Contractor also acknowledges that if it makes, or causes to be made, a false, fictitious, or fraudulent claim, statement, submission, or certification to
the Federal Government under a contract connected with a project that is financed in whole or in part with Federal assistance originally awarded by FTA



under the authority of 49 U.S.C. chapter 53, the Govemment reserves the right to impose the penalties of 18 U.S.C. § 1001 and 49 U.S.C. § 5323()) on the
Contractor, to the extent the Federal Government deems appropriate.

The Contractor agrees to include the above two clauses in each subcontract financed in whole or in part with Federal assistance provided by FTA. Itis
further agreed that the clauses shall not be madified, except to identify the subcontracter who will be subject to the provisions.



PROHIBITION ON CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR EQUIPMENT.

a. Recipients and subrecipients are prohibited from obligating or expending loan or grant funds to:
1. Procure or obtain;
2. Extend or renew a contract to procure or obtain;or

3. Enter into a contract (or extend or renew a contract) to procure or obtain equipment, services, or systems that uses covered
telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any
system. As described in Public Law 115-232, section 889, covered telecommunications equipment is telecommunications equipment
produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of such entities).

. For the purpose of public saftey, security of government facilities, physical security surveillance of critical infrastructure, and other
national security purposes, video surveillance and telecommunications equipment produced by Hytera Communications Corporation,
Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company(or any subsidiary or affiliate of such entities).

ii. Telecommunications or video surveillance services provided by such entities or using such equipment.

iii. Telecommunications or video surveillance equipment or services procuced or provided by an entity that the Secretary of Defense, in
consultation with the Director of the National Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be
an entity owned or controlled by, or otherwise connected to, the government of a covered foreign country.

b. In implementing the prohibition under Public Law 115-232, section 889, subsection (f), paragraph (1), heads of executive agencies administering loan,
grant, or subsidy programs shall prioritize available funding and technical support to assist affected businesses, institutions and organizations as is
reasonably necessary for those affected entities to transition from covered communications equipment and services, to procure replacement
equipment and services, and to ensure that communications service to users and customers is sustained.

¢. See Public Law 115-232,section 889 for additional in formation.

d. See also § 200.471.

PROMPT PAYMENT

{Does not apply to projects fully funded by the Tribal Transportation Program (TTF).)

The contractor is required to pay its subcontractors performing work related to this contract for satisfactory performance of that work no later than 30 days
after the contractor's receipt of payment for that work. In addition, the contractor is required to return any retainage payments to those subcontractors within
30 days after the subcontractor's work related to this contract is satisfactorily completed.

The contractor must promptly notify the Agency, whenever a DBE subcontractor performing work related to this contract is terminated or fails to complete its
work and must make good faith efforts to engage another DBE subcontractor to perform at least the same amount of work. The contractor may not
terminate any DBE subcontractor and perform that work through its own forces or those of an affiliate without prior written consent of the Agency.

SAFE OPERATION OF MOTOR VEHICLES

Seat Belt Use

The Contractor is encouraged to adopt and promote on-the-job seat belt use policies and programs for its employees and other personnel that operate
company-owned vehicles, company rented vehicles, or personally operated vehicles. The terms “company-owned” and “company-leased” refer to vehicles
owned or leased either by the Contractor or Agency.

Distracted Driving

The Contractor agrees to adopt and enforce workplace safety policies to decrease crashes caused by distracted drivers, including policies to ban text
messaging while using an electronic device supplied by an employer, and driving a vehicle the driver owns or rents, a vehicle Contactor owns, leases, or
rents, or a privately-owned vehicle when on official business in connection with the work performed under this Contract.

SPECIAL NOTIFICATION REQUIREMENTS FOR STATES

Applies to States —

a. To the extent required under federal law, the State, as the Recipient, agrees to provide the following information about federal assistance awarded for its
State Program, Project, or related activities:

(1) The Identification of FTA as the federal agency providing the federal assistance for a State Program or Project;

(2) The Catalog of Federal Domestic Assistance Number of the program from which the federal assistance for a State Program or Project is
authorized; and

(3) The amount of federal assistance FTA has provided for a State Program or Project.

b. Documents - The State agrees to provide the information required under this provision in the following documents:

(1) applications for federal assistance,
(2) requests for praposals or solicitations,
(3) forms,

(4) notifications,

(5) press releases,

(6) other publications.



TERMINATION
Temination for Convenience (General Provision)

The Agency may terminate this contract, in whole or in part, at any time by written notice to the Contractor when it is in the Agency's best interest. The
Contractor shall be paid its costs, including contract close-out costs, and profit on work performed up to the time of termination. The Contractor shall
promptly submit its termination claim to Agency to be paid the Contractor. If the Contractor has any property in its possession belonging to Agency, the
Contractor will account for the same, and dispose of it in the manner Agency directs.

Termination for Default [Breach or Cause) {General Provision)

If the Contractor does not deliver supplies in accordance with the contract delivery schedule, or if the contract is for services, the Contractor fails to perform
in the manner called for in the contract, or if the Contractor fails to comply with any other provisions of the contract, the Agency may terminate this contract
for default. Termination shall be effected by serving a Notice of Termination on the Contractor setting forth the manner in which the Contractor is in default.
The Contractor will be paid only the contract price for supplies delivered and accepted, or services performed in accordance with the manner of
performance set forth in the contract. If it is later determined by the Agency that the Contractor had an excusable reason for not performing, such as a strike,
fire, or flood, events which are not the fault of or are beyond the control of the Contractor, the Agency, after setting up a new delivery of performance
schedule, may allow the Contractor to continue work, or treat the termination as a Termination for Convenience.

Opportunity fo Cure (General Provision)

The Agency, in its sole discretion may, in the case of a termination for breach or default, allow the Contractor [an appropriately short period of time] in which
to cure the defect. In such case, the Notice of Termination will state the time period in which cure is permitted and other appropriate conditions

If Contractor fails to remedy to Agency's satisfaction the breach or default of any of the terms, covenants, or conditions of this Contract within [10 days] after
receipt by Contractor of written notice from Agency setting forth the nature of said breach or default, Agency shall have the right to terminate the contract
without any further obligation to Contractor. Any such termination for default shall not in any way operate to preclude Agency from also pursuing all available
remedies against Contractor and its sureties for said breach or default.

Waiver of Remedies for any Breach

In the event that Agency elects to waive its remedies for any breach by Contractor of any covenant, term or condition of this contract, such waiver by Agency
shall not limit Agency’s remedies for any succeeding breach of that or of any other covenant, term, or condition of this contract.

Termination for Convenience (Professional or Transit Service Contracts)
The Agency, by written notice, may terminate this contract, in whole or in part, when it is in the Agency's interest. If this contract is terminated, the Agency
shall be liable only for payment under the payment provisions of this contract for services rendered before the effective date of termination.

Termination for Default (Supplies and Service)

If the Contractor fails to deliver supplies or to perform the services within the time specified in this contract or any extension, or if the Contractor fails to
comply with any other provisions of this contract, the Agency may terminate this contract for default. The Agency shall terminate by delivering to the
Contractor a Notice of Termination specifying the nature of the default. The Contractor will only be paid the contract price for supplies delivered and
accepted, or services performed in accordance with the manner or performance set forth in this contract. If, after termination for failure to fulfill contract
abligations, it is determined that the Contractor was not in default, the rights and obligations of the parties shall be the same as if the termination had been
issued for the convenience of the Agency.

Temination for Default (Transportation Services)

If the Contractor fails to pick up the commodities or to perform the services, including delivery services, within the time specified in this contract or any
extension, or if the Contractor fails to comply with any other provisions of this contract, the Agency may terminate this contract for default. The Agency shall
terminate by delivering to the Contractor a Notice of Termination specifying the nature of default. The Contractor will only be paid the contract price for
services performed in accordance with the manner of performance set forth in this contract.

If this contract is terminated while the Contractor has possession of Agency goods, the Contractor shall, upon direction of the Agency, protect and preserve
the goods until surrendered to the Agency or its agent. The Contractor and Agency shall agree on payment for the preservation and protection of goods.
Failure to agree on an amount will be resolved under the Dispute clause. .

If, after termination for failure to fulfill contract obligations, it is determined that the Contractor was not in default, the rights and obligations of the parties shall
be the same as if the termination had been issued for the convenience of the Agency.

Termination for Default (Construction)

Ifthe Contractor refuses or fails to prosecute the work or any separable part, with the diligence that will ensure its completion within the time specified in this
contract or any extension or fails to complete the work within this time, or if the Contractor fails to comply with any other provision of this contract, Agency
may terminate this contract for default. The Agency shall terminate by delivering to the Contractor a Notice of Termination specifying the nature of the default.
In this event, the Agency may take over the work and compete it by contract or otherwise, and may take possession of and use any materials, appliances,
and plant on the work site necessary for completing the work. The Contractor and its sureties shall be liable for any damage to the Agency resulting from the
Contractor's refusal or failure to complete the work within specified time, whether or not the Contractor's right to proceed with the work is terminated. This
liability includes any increased costs incurred by the Agency in completing the work.

The Contractor's right to proceed shall not be terminated nor shall the Gontractor be charged with damages under this clause if: 1. The delay in completing
the work arises from unforeseeable causes beyond the control and without the fault or negligence of the Contractor. Examples of such causes include: acts
of God, acts of Agency, acts of another contractor in the performance of a contract with Agency, epidemics, quarantine restrictions, strikes, freight
embargoes; and 2. The Contractor, within [10] days from the beginning of any delay, notifies Agency in writing of the causes of delay. If, in the judgment of
Agency, the delay is excusable, the time for completing the work shall be extended. The judgment of Agency shall be final and conclusive for the parties, but
subject to appeal under the Disputes clause(s} of this contract. 3. If, after termination of the Contractor's right to proceed, it is determined that the Contractor
was not in default, or that the delay was excusable, the rights and obligations of the parties will be the same as if the termination had been issued for the
convenience of Agency.

i i Archi E
The Agency may terminate this contract in whole or in part, for the Agency’s convenience or because of the failure of the Contractor to fulfill the contract
obligations. The Agency shall terminate by delivering to the Contractor a Notice of Termination specifying the nature, extent, and effective date of the
termination. Upon receipt of the notice, the Contractor shall (1) immediately discontinue all services affected (unless the notice directs otherwise), and 2)
deliver to the Agency ‘s Contracting Officer all data, drawings, specifications, reports, estimates, summaries, and other information and materials
accumulated in performing this contract, whether completed or in process. Agency has a royalty-free, nonexclusive, and irrevocable license to reproduce,
publish or otherwise use, all such data, drawings, specifications, reports, estimates, summaries, and other information and materials.



If the termination is for the convenience of the Agency, the Agency’s Contracting Officer shall make an equitable adjustment in the contract price but shall
allow no anticipated profit on unperformed services.

If the termination is for failure of the Contractor to fulfill the contract obligations, the Agency may complete the work by contact or otherwise and the
Contractor shall be liable for any additional cost incurred by the Agency.

If, after termination for failure to fulfill contract obligations, it is determined that the Contractor was not in default, the rights and obligations of the parties shall
be the same as if the termination had been issued for the convenience of Agency

Termination for Convenience or Default (Cost-Type Contracts

The Agency may terminate this contract, or any portion of it, by serving a Notice of Termination on the Contractor. The notice shall state whether the
termination is for convenience of Agency or for the default of the Contractor. If the termination is for default, the notice shall state the manner in which the
Contractor has failed to perform the requirements of the contract. The Contractor shall account for any property in its possession paid for from funds
received from the Agency, or property supplied to the Contractor by the Agency. If the termination is for default, the Agency may fix the fee, if the contract
provides for a fee, to be paid the Contractor in proportion to the value, if any, of work performed up to the time of termination. The Contractor shall promptly
submit its termination claim to the Agency and the parties shall negotiate the termination settlement to be paid the Contractor.

If the termination is for the convenience of Agency, the Contractor shall be paid its contract close-out costs, and a fee, if the contract provided for payment of
a fee, in proportion to the work performed up to the time of termination.

If, after serving a Notice of Temination for Default, the Agency determines that the Contractor has an excusable reason for not performing, the Agency, after
setting up a new work schedule, may allow the Contractor to continue work, or treat the termination as a Termination for Convenience.

OTHER RECOMMENDED CONTRACT REQUIREMENTS

CONFORMANCE WITH ITS NATIONAL ARCHITECTURE

Intelligent Transportation Systems (ITS) projects shall conform to the National ITS Architecture and standards pursuant to 23 CFR § 940. Conformance with
the National ITS Architecture is interpreted to mean the use of the National ITS Architecture to develop a regional ITS architecture in support of integration
and the subsequent adherence of all ITS projects to that regional ITS architecture. Development of the regional ITS architecture should be consistent with
the transportation planning process for Statewide and Metropolitan Transportation Planning (49 CFR Part 613 and 621).

FEDERAL TAX LIABILITY AND RECENT FELONY CONVICTIONS

(1) The contractor certifies that it:

(a) Does not have any unpaid Federal tax liability that has been assessed, for which all judicial and administrative remedies have been exhausted or have
lapsed, and that is not being paid in a timely manner pursuant to an agreement with the authority responsible for collecting the tax liability; and

(b) Was not convicted of the felony criminal violation under any Federal law within the preceding 24 months.

If the contractor cannot so certify, the Recipient will refer the matter to FTA and not enter into any Third Party Agreement with the Third Party Participant
without FTA's written approval.

(2) Flow-Down. The Recipient agrees to require the contractor to flow this requirement down to participants at all lower tiers, without regard to the value of
any subagreement,

SEVERABILITY

The Contractor agrees that if any provision of this agreement or any amendment thereto is determined to be invalid, then the remaining provisions thereof
that conform to federal laws, regulations, requirements, and guidance will continue in effect.

TRAFFICKING IN PERSONS

The contractor agrees that it and its employees that participate in the Recipient's Award, may not:

(a) Engage in severe forms of trafficking in persons during the period of time that the Recipient's Award is in effect:
(b) Pracure a commercial sex act during the period of time that the Recipient's Award is in effect; or

(¢) Use forced labor in the performance of the Recipient's Award or subagreements thereunder.



GOVERNMENT-WIDE DEBARMENT AND SUSPENSION
(NONPROCUREMENT)

Recipients, contractors, and subcontractors that enter into covered transactions are required to verify that the entity (as well as its principals and
affiliates) with which they propose to contract or subcontract is not excluded or disqualified. This is done by: (a) checking the SAM exclusions; (b)
collecting a certification from that person (found below); or (c) adding a clause or condition to the contract or subcontract.

Instructions for Certification: Signing below indicates the prospective lower tier participant is providing the signed certification.

(1) It will comply and facilitate compliance with U.S. DOT regulations, “Nonprocurement Suspension and Debarment,” 2 CFR part 1200, which adopts and
supplements the U.S. Office of Management and Budget (U.S. OMB) “Guidelines to Agencies on Governmentwide Debarment and Suspension
(Nonprocurement),” 2 CFR part 180,

(2) To the best of its knowledge and belief, that its Principals and Subrecipients at the first tier:
a. Are eligible to participate in covered transactions of any Federal department or agency and are not presently:

. Debarred,

Suspended,

. Proposed for debarment,
. Declared ineligible,

. Voluntarily excluded, or
. Disqualified

AV AW =

b. Its management has not within a three-year period preceding its latest application or proposal been convicted of or had a civil judgment rendered against
any of them for:

1. Commission of fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a public (Federal, State, or local)
transaction, or contract under a public transaction,

2. Violation of any Federal or State antitrust statute, or,

3. Commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making any false statement, or receiving stolen property,

c. It is not presently indicted for, or otherwise criminally or civilly charged by a governmental entity (Federal, State, or local) with commission of any of the
offenses listed in the preceding subsection 2.b of this Certification,

d. It has not had one or more public transactions (Federal, State, or local) terminated for cause or default within a three-year period preceding this
Certification,

e. If, ata later time, it receives any information that contradicts the statements of subsections 2.a— 2.d above, it will promptly provide that information to
FTA,

f. It will treat each lower tier contract or lower tier subcontract under its Project as a covered lower tier contract for purposes of 2 CFR part 1200 and 2
CFR part 180 if it:

1. Equals or exceeds $25,000,
2. Ts for audit services, or,
3. Requires the consent of a Federal official, and

g. It will require that each covered lower tier contractor and subcontractor:

1. Comply and facilitate compliance with the Federal requirements of 2 CFR parts 180 and 1200, and
2. Assure that each lower tier participant in its Project is not presently declared by any Federal department or agency to be:

a. Debarred from participation in its federally funded Project,

b. Suspended from participation in its federally funded Project,

c. Proposed for debarment from participation in its federally funded Project,
d. Declared ineligible to participate in its federally funded Project,

e. Voluntarily excluded from participation in its federally funded Project, or
f. Disqualified from participation in its federally funded Project, and

(3) It will provide a written explanation as indicated on a page attached in FTA’s TTAMS platform or the Signature Page if it or any of its principals, including any
of jts first tier Subrecipients or its Third-Party Participants at a lower tier, is unable to certify compliance with the preceding statements in this Certification Group.,

Certification

Contractor:

Signature of Authorized Official: Date / /

Name and Title of Contractor's Authorized Official;




IV. SCOPE OF SERVICES

Blacksburg Transit (BT), a department of the Town of Blacksburg, located in southwest Virginia, provides public
transportation for the towns of Blacksburg and Christiansburg, Virginia Tech and portions of Montgomery County. Over
3.5 million customers use BT’s services each year making it one of the largest bus systems in the Commonwealth of
Virginia. The local university, Virginia Tech, accounts for over 90 percent of trips generated. Types of services offered
include, fixed route bus, paratransit, and demand response. BT operates from a 95,000 square foot administration,
operations and maintenance facility in the Blacksburg Industrial Park. There are 75 vehicles in the fleet varying in size
from vans to 60-foot long articulated buses.

Finished Assets and Assets Management

BT uses digital assets (see below) to produce marketing based materials that are delivered to different audiences, in
different formats, across multiple platforms to address general communications needs. BT also shares digital assets with
coworkers, vendors, press media, riders, students, and stakeholders. BT currently has about 50-100 gigabytes of digital
assets that are stored on various storage devices with varied archiving/retrieval protocols.

e Examples of digital assets include but are not limited to:
o Still photo images and graphic illustrations.
o Short and long video clips, including vertical/mobile-optimized video, gifs, a-roll and b-roll.
o Audio files.
o Logos and brand management style guide support documents.
¢ Examples of commonly used platforms used to create digital assets:
o Canva, Hootsuite, Adobe, Clipchamp etc.
e Examples of how assets are used/manipulated:
o Digital assets are used in out of home print media (newspaper, billboards, magazine, interior/exterior bus
ads and direct mail), broadcast and closed circuit television, web, social media, and radio.
o Print and digital assets are often times edited/manipulated for social media and other platforms, in
multiple formats and sizes.
o Multiple versions of written text based copy for the same assets are often executed.
o Still photo images are often revised and shared both internally and externally to be used in other
organization’s work product.

Issues with Current Asset Management
e There are no consistent automated file naming convention or search capabilities making archiving and retrieval
laborious and time consuming.
® Due to the sometimes large file sizes, assets are stored on different platforms with different access permissions,
structures, and capabilities.
¢ The storage platform issue above makes the retrieving and sharing of files difficult, both internally and externally.

Scope of Work
Minimum Requirements:

¢ A cloud-based SaaS or “software as a service” model to serve as a centralized repository for better storing,
cataloging, organizing, finding, retrieving, and sharing digital files.

¢ A one year contract with the option to renew for three additional one year terms.
Scalable storage space, starting at 2 terabytes of storage.

e User access that allows for 5 core users and at a minimum 50 internal and external customer users with access to
all assets with limitations.

¢ The DAM software shall provide user access and password authentication capability to enable system access to
only authorized users.

¢ Audit log: User access and system usage by authorized user login shall be logged for monitoring by the
authorized administrators/super users.
System must be compliant with Town of Blacksburg IT Security Policy and Procedures (see Attachment A).
User permission and asset expiration control: To prevent publication of outdated or off-brand assets and to protect
assets, keeping them accessible to those who need them, when they need them, in the most updated form.
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Asset metadata: To electronically attach detailed, custom descriptions to assets, for simple searching.

Branded “portals”: Customized galleries for specific audiences and their needs.

Digital rights management: To assist with brand management and ensure proper use of assets.

Project management and collaboration tools: Allowing internal users to communicate with external users within
the system, limiting endless email chains.

Asset version control: To eliminate duplicates scattered everywhere, saving asset alterations (cropping, resizing
and converting) as “versions,” or “digital copies” housed within the same file, instead of multiple additional files.
The ability to alter assets (crop, resize, convert, etc.) within the system without creating duplicates of the same
file.

Ongoing training and tech support.

Accessible and functional via mobile device platforms.

Seamless integration with social media platforms (twitter or X, Facebook and Instagram).

Ability to integrate with creative platforms like Canva, Hootsuite, Adobe, and Clipchamp, etc.

Submittal Requirements

To be considered, companies shall submit the following information as part of their proposal.

1.

Qualifications and Experience: A summary of the qualifications and experience. Include at least three
references for similar projects with local government or transit agencies. For each project, provide the company
name, client contact name, phone number, and e-mail address.

Quality of Services and Suitability for Intended Purposes: Please mark product attributes in available
checklist, Attachment B, and for features with asterisks or for those not listed, please include an additional
explanation of benefits that your product offers.

Cost: Completed quote form for four (4) years. Please complete quotation for a plan based on Attachment B
required DAM features. Please consider the option for additional levels of access (vendor use with limited
permissions and guest access as well). Please note the additional cost, if any, for these “other” users. Also, note
any one-time fees, training fees, and any discounts available for government organizations.

Work Plan/Schedule: Provide a detailed work plan and schedule to complete the entire project by February 14,
2025.

Proposals shall include information directly related to proposal evaluation criteria.

Proprietary Information Or Trade Secrets: Virginia Code §2.2-4342, part of the Virginia Public
Procurement Act (“VPPA”), governs public inspection of all records submitted by the offeror. An offeror
seeking to protect any proprietary information or trade secrets must (i) invoke the protections of this section
prior to or upon submission of the data or other materials, (ii) identify the data or other materials to be
protected, and (iii) state the reasons why protection is needed. Note: Simply stating that certain elements are
“proprietary”, or “trade secrets”, or “not publicly available” is not sufficient. Also, the classification of an
entire proposal as consisting of proprietary information or trade secrets is not permitted. Offeror must submit
any proprietary or trade secret information separately. The Town reserves the right to submit such information
to the Town Attorney for confirmation of the offeror’s claim that any portion of the proposal is in fact trade
secret or proprietary information. References may be made within the body of the proposal to proprietary
information; however, all information contained within the body of the proposal not labeled proprietary or
otherwise not meeting all three of the requirements of §2.2-4342 shall be public information in accordance
with the VPPA. The Town may reject a proposal for material non-compliance with the requirements of this
section; that includes, but is not limited to, failing to follow the process for invoking protections as set forth
above or submitting a proposal marked as confidential and/or proprietary in its entirety.

Selection Criteria

After reviewing proposals for the required submittal requirements, the evaluation committee will score proposals on a
numeric based weighted criteria scoring system.

Quality of services and product offered and suitability for the intended purposes (see minimum requirements) -
(50 points)

Qualifications and experience of Offeror in providing the product and services - (20 points)

Cost - (20 points)

Specific detailed work plan and schedule to be used to provide the service - (10 points)
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Attachments
o Attachment A: Town of Blacksburg Cyber Security Plan FY 2019 and Town of Blacksburg ISP Security Policy
e Attachment B: DAM Features Checklist
e Attachment C: Quote Form
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Attachment A: Town of Blacksburg Cyber Security Plan
March 29, 2019

From Director of Technology, Steve Jones

Purpose

The purpose of this plan is to explain to the Town of Blacksburg organization and its outside
stakeholders the policies and procedures as it pertains to Information Security {InfoSec).

Policy

The primary policy for the Town of Blacksburg staff is the Rules and Regulations Section 6.14 — E-Mail,
Computer and Information Usage Policy. This policy has the enforcement capacity for all employees
must acknowledge they have read or are aware of this policies requirements and restrictions.

Policy Updates

The Technology Department will be updating the Computer and Information Usage Policy (CIUP) and a
new Information Security Policy (ISP) for the FY 2019 year. The anticipated completion of these policies
is June 30, 2019.

The updated CIUP will be more expansive to cover contemporary technology usage concerns and issues.

The new ISP will have a comprehensive view of Information Security and what the Town of Blacksburg is
doing on an ongoing basis to protect the data we store on our systems. Some of these components are:

1. Periodic outside security audit and review

Scheduled internal security reviews and audits

Documentation of data protection systems with and maintenance review metrics

Risk assessment policies and procedures

Schedule of security planning and policy review

Outline of staff training systems and plans

Disclosure of compliance requirements for the Town and remediation practices to meet these
compliance requirements.

Nownmksewbd



Policy Title
Responsible Executive
Responsible Office
Endorsed by

Effective Date

Last Update

Information Security Policy - Draft

Director of Technology, Steve Jones

Technology Department

Technology Committee and Town Mangers Office

First Version, July 1, 2002, Current major revision July 1, 2017
March 29, 2019

1. Policy Statement

The purpose of this policy is to provide a security framework that will ensure the
protection of Town of Blacksburg (TOWN) Information from unauthorized access, loss or
damage while supporting the open, information-sharing needs of our organizational
culture. TOWN Information may be verbal, digital, and/or hardcopy, individually-
controlled or shared, stand-alone or networked, used for governance, administration, or
other municipal purposes. Standards and procedures related to this Information Security
Policy will be developed and published separately. Failure to comply with this policy may
subject you to disciplinary action and to potential penalties described in Section 6.14 of
TOWN Rules and Regulations.

. Who Is Affected By This Policy

The Information Security Policy applies to all TOWN staff and stakeholders acting on
behalf of TOWN through service on TOWN bodies such as task forces, councils,
committees (for example, the Greenway/Bikeway/Sidewalk/Corridor Committee),
projects, and any procurement initiative. This policy also applies to all other non-staff
individuals and entities granted use of TOWN Information, including, but not limited to,
contractors, temporary employees, and volunteers.

. Definitions

Authorization — the function of establishing an individual’s privilege level to access
and/or handle information.

Availability — ensuring that information is ready and suitable for use.
Confidentiality — ensuring that information is kept in strict privacy.
Integrity — ensuring the accuracy, completeness, and consistency of information.

Unauthorized access — looking up, reviewing, copying, modifying, deleting, analyzing, or
handling information without proper authorization and legitimate business need.



Town Information — information that the Town of Blacksburg collects, possesses, or has
access to, regardless of its source or location. This includes information contained in
hard copy documents, electronic, or other media, communicated over voice or data
networks, or exchanged in conversation, stored on TOWN systems, staff personal
systems and devices, on the Internet (Cloud), or stakeholder devices.

Policy

The Town appropriately secures its information from unauthorized access, loss or
damage while supporting the open, information-sharing needs of our local government
organization.

4.1 Classification Levels

All TOWN Information is classified into one of four levels based on its sensitivity
and the risks associated with disclosure. The classification level determines the
security protections that must be used for the information.

When combining information, the classification level of the resulting information
must be re-evaluated independently of the source information’s classification to
manage risks or it maintains the most restricted classification of the combined
data.

Additional requirements for the protection of information in each classification
level are identified in the Town Information Protection Standards and
Procedures.

The classifications levels are:
4.1.1 Restricted
The following TOWN Information is classified as Restricted:

» Social security number

* Bank account number

e Driver’s license number

¢ Town identity / Employee number

e Credit card number

» Protected health information (as defined by HIPAA)
e Background check information

* Certain law enforcement data

State and Federal laws require that unauthorized access to certain Restricted
Information must be reported to the appropriate agency or agencies. All reporting
of this nature to external parties must be done by or in consultation with the
Human Resources Office and the Town Attorney.



Sharing of Restricted Information within the TOWN may be permissible if
necessary to meet the TOWN's legitimate business needs. Except as otherwise
required by law (or for purposes of sharing between law enforcement entities), no
Restricted information may be disclosed to parties outside the TOWN, including
contractors, without the proposed recipient’s prior written agreement (i) to take
appropriate measures to safeguard the confidentiality of the Restricted
information; (ii) not to disclose the Restricted Information to any other party for
any purpose absent the TOWN'’s prior written consent or a valid court order or
subpoena; and (jii) to notify the TOWN in advance of any disclosure pursuant to
a court order or subpoena unless the order or subpoena explicitly prohibits such
notification. In addition, the proposed recipient must abide by the requirements of
this policy. Any sharing of Restricted Information within the TOWN must comply
with TOWN policies including Rights, Rules and Responsibilities and Acceptable
Use Policy for TOWN Information Technology and Digital Resources.

4.1.2 Confidential

TOWN Information is classified as Confidential if it falls outside the Restricted
classification, but is not intended to be shared freely within or outside the TOWN
due to its sensitive nature and/or contractual or legal obligations. Examples of
Confidential Information include all non-Restricted information contained in
personnel files, misconduct and law enforcement investigation records, internal
financial data, utility records, and other confidential records as defined by law. All
reporting of this nature to internal and external parties must be done by or in
consultation with the Human Resources Office and the Town Attorney.

Sharing of Confidential information may be permissible if necessary to meet the
TOWN's legitimate business needs. Unless disclosure is required by law (or for
purposes of sharing between law enforcement entities), when disclosing
Confidential information to parties outside the TOWN, the proposed recipient
must agree (i) to take appropriate measures to safeguard the confidentiality of
the information:(ii) not to disclose the information to any other party for any
purpose absent the TOWN’s prior written consent or a valid court order or
subpoena; and (iii) to notify the TOWN in advance of any disclosure pursuant to
a court order or subpoena unless the order or subpoena explicitly prohibits such
notification. In addition, the proposed recipient must abide by the requirements of
this policy. Any sharing of Confidential information within the TOWN must comply
with TOWN policies including Rights, Rules and Responsibilities and Acceptable
Use Policy for TOWN Information Technology and Digital Resources.

4.1.3 Unrestricted Within TOWN (UWT)

TOWN Information is classified as Unrestricted Within Town (UWT) if it falls
outside the Restricted and Confidential classifications but is not intended to be
freely shared outside the TOWN. One example is the TOWN intranet information.
The presumption is that UWT information will remain within the TOWN. However,



4.2

this information may be shared outside of TOWN if necessary to meet the
TOWN’s legitimate business needs, and the proposed recipient agrees not to re-
disclose the information without the TOWN’s consent.

4.1.4 Publicly Available

TOWN Information is classified as Publicly Available if it is intended to be made
available to anyone inside and outside of the TOWN. This generally applies to all
information not classified as Restricted, Confidential, or Unrestricted Within Town
(UWT). This is generally referred to ad Public Information.

Protection, Handling, and Classification of Information

4.2.1 Based on its classification, TOWN Information must be appropriately
protected from unauthorized access, loss and damage. Specific security
requirements for each classification can be found in the Town of
Blacksburg Information Protection Standards and Procedures.

4.2.2 Handling of TOWN Information from any source other than TOWN may
require compliance with both this policy and the requirements of the
individual or entity that created, provided or controls the information. If
you have concerns about your ability to comply, consult the relevant
senior executive and the Town Attorney.

4.2.3 When deemed appropriate, the level of classification may be increased or
additional security requirements imposed beyond what is required by the
Information Security Policy and Town of Blacksburg Information
Protection Standards and Procedures.

5. Responsibilities

All TOWN staff and volunteers (when acting on behalf of the TOWN through service on
TOWN bodies), and others granted use of TOWN Information are expected to:

5.1
5.2
5.3
5.4
5.5

5.6

Understand the information classification levels defined in the Information
Security Policy.

As appropriate, classify the information for which one is responsible accordingly.
Access information only as needed to meet legitimate business needs.

Not divulge, copy, release, sell, loan, alter or destroy any TOWN Information
without a valid business purpose and/or authorization from TOWN
representatives.

Protect the confidentiality, integrity and availability of TOWN Information in a
manner consistent with the information's classification level and type.

Handle information in accordance with the Town of Blacksburg Information
Protection Standards and Procedures and any other applicable TOWN standard
or policy.



5.7 Safeguard any physical key, 1D card, computer account, or network account that
allows one to access TOWN Information.

5.8 Discard media containing TOWN information in a manner consistent with the
information’s classification level, type, and any applicable TOWN retention
requirement. This includes information contained in any hard copy document
(such as a memo or report) or in any digital, electronic, magnetic or optical
storage medium (such as a memory stick, CD, hard disk, magnetic tape, or disk).

5.9 Contact the appropriate TOWN office and the Town Attorney prior to disclosing
information generated by that Office or prior to responding to any litigation or law
enforcement subpoenas, court orders, and other information requests from
private litigants and government agencies.

5.10 Contact the appropriate TOWN office prior to responding to requests for
information from regulatory agencies, inspectors, examiners, and/or auditors.

6. Related Town of Blacksburg Policies, Procedures, Standards, and Templates
Rights, Rules, Responsibilities

6.1 Computer Usage Policy, Section 6.14 or the Town Rules and Regulations

6.2 Town of Blacksburg Cyber Security Plan

6.3 Town of Blacksburg Policy for Accepting and Handling Credit and Debit Card
Payments

6.4 Red Flags Procedures under Town of Blacksburg's Identity Theft Prevention
Program

6.5 Procedure for Reporting Possible Exposure of Sensitive Town Data - new

7. Policy Review

At a minimum, the Information Security Policy will be reviewed every 24 months.



Blacksburg Transit Digital Asset Management System
Attachment B - DAM Features Checklist

Required DAM Features - Check All That Apply

For features that include an asterisk* please add additional explanation in the box directly below
that feature

Cloud-Based

Enter Vendor Name

Check all
that apply

Assets Queryable Based on Metadata

Scalable Storage Space (Minimum of 3 Terabytes)

Multiple Core Users (Minimum of 5 Users)

Guest Users (Minimum of 50 Users)

Initial Training *

Additional description
required

_ On-Going Training and Tech Support*

Additional description
required

Accessible/FunctionaI via Mobile Device Platform - App

Additional description
required

_ Seamless Integration with Social Media Platforms

Additional description
required

_ One Year Contract with Optional Renewal for Three Additional One Year Terms

Additional description
required

_ Asset Expiration and User Access Control* (Please explain user levels and cost of different levels)

Additional description
required

Additional description
required

_ Galleries/Branded Public Portals*

Additional description
required

_ Integrates with Canva, Hootsuite, Clipchamp and Adobe

Additional description
required

Other* (Examples of other/additional features may include:
analytics, asset editing within the system, watermarking assets, etc.)

Additional description
required




Blacksburg Transit Digital Asset Management System

Enter Vendor Name
Attachment C - DAM Quote Form

Required DAM Quote Form

Year 1

Year 2

Year 3

Year 4

$ 0.00

Company
Printed Name

Signature

Date




TOWN OF BLACKSBURG, VIRGINIA
SAMPLE CONTRACT BETWEEN OWNER AND CONTRACTOR
Number
This Contract, dated this (date) of (month), 20__ between the Town of Blacksburg, Virginia, a Municipal Corporation

(“Owner”) and , a (state of incorporation) Corporation (“Contractor”), is binding among and
- p

between these parties.
RECITALS

1. The legal address for the Owner and for the Contractor and the addresses for delivery of notices and other project
documents are as follows:

Owner: Town of Blacksburg, Virginia
Attn;
Address: 300 South Main Street
City, State, Zip: Blacksburg, Virginia 24060
Telephone: Fax:

Contractor:
Attn:
Address:
City, State, Zip:
Telephone: Fax:
SCC#:
E-mail:

2. The Project is identified as:

Project Code —

General Project Description:
THEREFORE, in consideration of the Recitals set forth above, and good and valuable consideration as set forth below,
the parties agree as follows:

3. STATEMENT OF SERVICES:
4. CONTRACT DOCUMENTS: This contract shall consist of the following:

- this Contract between Owner and Contractor;
- the proposal submitted by the Contractor;

- the Owner’s Request for Proposal;

- the Owner’s Terms and Conditions

All of these documents are incorporated herein by reference.

4. TIME FOR COMPLETION: The service shall begin and be completed
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10.

11.

12.

COMPENSATION TO BE PAID TO THE CONTRACTOR: The Owner agrees to pay and the contractor
agrees to accept as just and adequate compensation for the performance of the service in accordance with the

contract documents, the sum of

PAYMENTS: Payment shall be on a monthly basis, Net 30 days. Interest on payments due the contractor shall
accrue at the rate of one percent per month. §2.2-4354 of the Code of Virginia.

CONTRACTUAL CLAIMS: Any contractual claims shall be submitted in accordance with the contractual
dispute procedures set forth in Section 16-506 of the Code of the Town of Blacksburg, Virginia.

NON-DISCRIMINATION AND DRUG FREE WORKPLACE: Sections §2.2-4311 and 4312 of the Code of
Virginia apply to this contract.

APPLICABLE LAWS AND COURTS: Any Town contract shall be governed in all respects by the laws of the
Commonwealth of Virginia, and any litigation with respect thereto shall be brought in the court of appropriate
jurisdiction in Montgomery County, Virginia. The contractor shall be responsible for compliance with all the
laws of the Commonwealth of Virginia, all ordinances and regulations of the Town of Blacksburg and such other
standards, codes, and regulations having application to the goods or services provided.

NON-APPROPRIATION: Should funding not be available for subsequent years and this purchase is of a term
contract nature, then any contract entered by the Town shall be declared null and void at the end of the then

current fiscal year.

MODIFICATION OR AMENDMENT: No amendment, change or modification of this contract shall be valid
unless in writing signed by the parties hereto.

ENTIRE UNDERSTANDING: This document and any exhibit attached or documents incorporated by
reference constitute the entire understanding and agreement of the parties, and any and all prior agreements,
understandings, and representations are hereby terminated and canceled in their entirety and are of no further

force and effect.
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IN WITNESS WHEREOF, the parties hereto on the day and year written below have executed this agreement in two (2)

counterparts, each of which shall, without proof or accountancy for the other counterparts, be deemed on original thereof.

For the CONTRACTOR: For the OWNER:
By: By:
(signature in ink) (date) (signature in ink) (date)
(typed name) (typed name)
(typed title) (typed title)
STATE OF
COUNTY OF
Acknowledged before me this day of .20 by , the
of ,a
corporation, on behalf of the corporation.
Notary Public
Registration No.
My Commission Expires:
COMMONWEALTH OF VIRGINIA
COUNTY OF MONTGOMERY
Acknowledged before me this day of .20, by ,
the of the Town of Blacksburg, Virginia, a Virginia municipal corporation, on behalf of
the corporation.
Notary Public

Registration No.

My Commission Expires:
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